St Oswald’s C of E Primary School

Safeguarding Bulletin November 2020

This is our Safeguarding Team. If you have any concerns, please talk to them.
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Lead Lead Lead Lead Nursery
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Letter from Santa

The NSPCC are the UK's leading children’s charity. They have been looking out for children for over 130 years — their
service relies on donations and support from the public.

Why not keep the magic of Christmas alive this year for your little ones whilst also contributing to the good work of the
NSPCC! Order a personalised Letter from Santa from the North Pole straight to your door and feel good doing your part for
children with a suggested £5.

Simply go on to the NSPCC website where you will find all the information you need: https://www.nspcc.org.uk/

Police Community Support Officers (PCSOs)

Police Community Support Officers (PCSOs) and special constables. Police Community Support Officers ( PCSOs ) work with
police officers and share some, but not all of their powers. Special constables are volunteers who have the same powers as
police.

The role of a police community support officer (PCSO) is to reduce crime, fear and antisocial behaviour in the communi-
ty. PCSO's aim to provide a visible and reassuring presence in the neighbourhood. This means they spend around 80 per
cent of their time patrolling their patch on foot or bicycle.

At St Oswald’s we are well supported by the PCSO’s who give their time to talk to the children about a variety of topics
including Stranger Danger, E-Safety and Road Safety. This week Y6 have been learning about the impact of knife crime but
also that there are people to talk to if help is needed.

West Mercia Police
www.westmercia.police.uk
Webchat us or report crime online

Fearless
www.fearless.org
Anonymous, 24/7

West Mercia Police
101 —In a non-emergency
999 — In an emergency

CrimeStoppers
0800555 111
100% anonymous, always

Childline
0800111
Online, on the phone, anytime

Victim Support
0808 1689 111
www.victimsupport.org.uk




Social Media

Please take time to monitor your child’s use of social media. We have dealt in recent weeks with a number of issues
arising from children using inappropriate language on WhatsApp and Tik Tok.

Remember that the age from which children are allowed to access Whats App is 16; the age which
they are allowed to access Tik Tok, Facebook, Snapchat, Instgram and Twitter is 13.

Thinkuknow is a website which is full of information and support materials to keep you informed regarding how to keep
your children safe while using the internet.

'ﬁ. https://www.thinkuknow.co.uk/8_10/stay-safe/ Q:Qﬂ!g.ty

Our Home School Link Worker is: Nikki Bamgbose
07876643196

Early Intervention Family Support (EIFS) Wyre Forest and Hagley is a service for parents and carers with a child attending
a local primary school in Kidderminster, Bewdley, Stourport or Hagley.

EIFS Wyre Forest and Hagley provide support early, helping to ensure that our pupils can make the most of their time in
school. They are here to support your child and your family and can help with:

e Improving school attendance Our Home School Link Worker supports the
® Avoiding exclusion work of our school and recognises the

* Emotional /behavioural issues importance of strong home-school

e Relationship and family difficulties hi Th hild q

e  Debt and money worries partnerships. They support children an

e Bereavement parents to successfully address a range of
e Healthy relationships needs that can affect home or school life.

[ ]

And much more....

If your child has recently started having a difficult time at school then we may suggest that you speak with our Home School
Link Worker. Sometimes there may be difficulties at home - if you think that your child and family could benefit from some
support then please contact the Home School Link Worker direct or speak with school reception.
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CHILDREN FIRST

https://www.worcestershire.gov.uk/here2help
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-

-
o

-@

WhatsApp is one of the most popular messaging apps in
the world, with more than 1.5 billion people in more than
180 countries using it to send and receive text, photos,
videos and documents, as well as make voice and video
calls through an Internet or Wi-Fi connection. The free app
offers end-to-end encryption, which means that messages
can only be read by the sender and the recipient in
one-to-one chats, or all members if it is a group chat. Not
even WhatsApp can read them.
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AGE LIMIT CHANGE
Since May 2018, the minimum age for using WhatsApp is 16
years old if you live in the European Union, including the UK.
Prior to this, the minimum age was 13, which still applies for
the rest of the world. WhatsApp has not yet stated whether it
will take action against anyone aged between 13 and 16 who
already hold accounts under the old terms and conditions,
such as closing their account or seeking parental permission.

SCAM MESSAGES
Occasionally on WhatsApp, people receive spam messages
from unauthorised third parties or from fraudsters
pretending to offer prizes to‘lucky people, encouraging
recipients to click on a link to win a prize. A common scam
involves messages warning recipients that their WhatsApp
subscription has run out with the hope that people are
duped into providing their payment details. Other scam

FAKE NEWS AND HOAXES
WhatsApp has been linked to enabling the spread of
dangerous viral rumours. In India, for example, a number of
attacks appear to have been sparked by false rumours shared
on WhatsApp.

THE‘ONLY ADMIN’ FEATURE
AND CYBERBULLYING

Cyberbullying is the act of sending thr or
text messages, voice messages, pictures and videos, with the
aim to hurt and humiliate the receiver. The group chat and
group video call features are great for multiple people to chat
simultaneously, but there is the potential for people to hurt
others with their comments or jokes. The ‘only admin’ feature
gives the admin of a group chat greater control over who can
send messages. Whilst this can be good for one-way
announcements, the group admin has the power to block

messages include instructions to forward the in

AN

body from responding to an off gein achat,

which could result in a child being upset and unable to reply.)\

CONNECTING WITH STRANGERS )

To start a chat in WhatsApp, you need to know the mobile
number of the contact you want to speak to and they also need
to have the app downloaded. WhatsApp can find contacts by
accessing the address book of a device and recognising which
of those contacts are using WhatsApp. If your child has shared
their mobile number with some- body they don’t know, they can
use it to getin touch via WhatsApp.

LIVE LOCATION SHARING

WhatsApp's ‘Live Location’ feature enables users to share their

current location in real time to their contacts in a chat, allowing
friends to show their movements. The feature, which can be

found by pressing the ‘attach’ button, is described by WhatsApp
as a“simple and secure way to let people know where you are.”

Location-sharing is already a common feature on other social
apps, including Snapchat’s Snap Map and Facebook Messenger
and can be a useful way for a child to let loved ones know they
are safe. However, if your child is in a group chat with people
they do not know, they will be exposing their location.

|Ielurn for a reward or gift from WhatsApp or another person.
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CREATE A SAFE PROFILE

Even though somebody would need your child’s phone number
to add them as a contact, as an extra security measure we
suggest altering their profile settings to control who can see
their profile photo and status. The options to choose from are
‘Everyone,’My Contacts’ and ‘Nobody. We suggest selecting ‘My
Contacts’ or ‘Nobody’ to ensure their profile is protected.

EXPLAIN HOW TO BLOCK PEOPLE

If your child has received spam or offensive

messages, calls or attachments from a contact,
they should block them. Messages and status
updates sent by a blocked contact will not
show up on the phone and will stay
undelivered. Blocking someone will not
remove this contact from the contact list -
they will need to be removed from the phone’s
address book. To block a contact, your child
needs to open the person’s chat stream and
tap on the settings.
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REPORT SCAM MESSAGES

Advise your child not to tap, share or forward any message that
looks suspicious or sounds too good to be true. When your
child receives a from an unk ber for the first
time, they will be given the option to report the number as
spam directly inside the chat. They can also report a contact or
agroup as spam using the following steps: 1) Open the chat.
2)Tap on the contact or group name to open their profile
information. 3) Scroll to the bottom and tap ‘Report Spam.

LEAVE A GROUP

If your child is part of a group chat that makes them feel
uncomfortable or has been added to a group they don’t want to
be part of, use the group’s settings to show them how to leave.
If someone exits a group, the admin can add them back in once,
If they leave again, they cannot be added again.

USING LIVE LOCATION SAFELY
If your child needs to use the ‘Live Location’ feature to share
with you or a friend, advise them to only share it for the amount
of time they need to. WhatsApp gives the options of either 15
minutes, one hour or eight hours. However, your child can

X

choose to stop sharing at any time.
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This is not @ definitive guide. Please always check with the app'’s support information
your securify and privacy concerns are addressed
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DELETE ACCIDENTAL
MESSAGES
If your child has sent a message to the wrong chat
orifa they sent has contained a mistak
they can delete it. To do this, simply tap and hold on
the message, choose ‘Delete’ and then ‘Delete for
everyone! The app allows seven minutes to delete the
message after it has been sent, but itis important to
remember that recipients may have seen and screenshota
message before it was deleted.

SET TIME LIMITS
A 2017 study found that by the age of 14 the average child
will have sent more than 35,000 texts, 30,000 WhatsApp
messages and racked up more than three solid weeks of
video chat. Although itis inevitable that your child will use
technology, you can still set boundaries. This is not easy,
especially since teens use their devices for both
schoolwork and free time, often simultaneously.
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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On the iOS store, TikTok is listed as 12+.On the Play Storeitis ~ ')mmmm TikTok is very image focused and there is a notable preoccupation with
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ONLINE PREDATORS ADDICTIVE NATURE IN-APP PURCHASES
As a social network, TikTok makes it easy to connect Social media is designed to be addictive and Aside from the content, there's also the option to
with other users. This includes the ability mbnMImhh-ﬁm m—mmwamm ‘
their entertaining. However, its also because 10,99 or 108 colre o s aye-wtuiag 300 ‘
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Meet our expert

Pete Badh is a writer with over 10+ years in research rikTok Family Safet 5 p .
and analysis. Working within a specialist area for their child'. It's a great way to oversee your child's digital wellbaing b

West Yorkshire Police, Pete has contributed work giving you direct control over thir safety s

which has been pivotal in successfully winning high remotaly ptures on and off, T

profile cases in court as well as writing as a subject -

matter expert for industry handbooks.



